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WHEN GOOD WITNESSES DO BAD THINGS 

 
Skulduggery on the virtual stand is a serious concern when parties contemplate 
remote hearings. In civil cases where disputes have been running for many years, 
trust between the parties is often a distant memory. But are witnesses really any 
more likely to deceive over Zoom?  

 
In virtual hearings, deception on the stand can take many forms. It could be a spontaneous exaggeration 
about the witness’s role in a negotiation. Or it could be a planned and sophisticated coaching exercise 
where someone off-camera feeds answers to a witness. When we think about whether or not someone 
is likely to cheat, a host of factors comes into play, including personal disposition, underlying motive and 
context.  
 
Early research on fraud and dishonesty focused on the character traits that are typically linked to bad 
behaviour. And there are certainly common features that characterise many criminal minds, like 
psychopathy and narcissism. But it isn’t just psychopaths who cheat. Many of us fib from time to time 
and in myriad different ways. Now, interest in this area has shifted to examine the situational and social 
factors that make us more or less likely to engage in dishonest behaviour. This paper covers some of the 
conditions that trigger our unethical tendencies in the context of virtual hearings. 
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THE FRAUD TRIANGLE  
 
A useful framework for considering 
witness dishonesty is the fraud triangle. 
This model of human behaviour was 
developed in the 1950s by criminologist 
Donald Cressey during his investigations 
into white-collar crime.1  
 
The fraud triangle explains the primary 
factors that drive a person to commit 
fraud. According to the model, when the 
three components of opportunity, 
motivation/pressure and rationalisation 
are present together, it can lead to 
fraudulent behaviour (see Box 1).  
 
This is not to say that everyone 
operating under these conditions will 
cheat. By and large though, motive, 
opportunity and self-justification are often 
common features of such behaviour. The 
fraud triangle has been applied to 
explain impropriety across various 
domains including accounting fraud2 and 
academic misconduct.3 
 
The application of this framework to 
virtual witnesses in civil cases will of 
course depend on the circumstances of 
the particular dispute.  
 

All three of these components may be 
present where:  
 

• the witness has a personal (and 
possibly even financial) stake in 
the dispute – for example, if 
they are senior management 
employed by a company 
claiming a large sum of money 
(motivation); 
 

• they are testifying from a 
location they can control, where 
for example they could read 
their notes or communicate with 
an accomplice during their 
testimony (opportunity); and 
 

• they believe morally that their 
side should win and that all they 
are doing is helping the judge or 
tribunal reach the “right” answer 
(rationalisation). 

 
Clearly this analysis will not apply to 
every fact witness in every dispute. But 
fully virtual hearings of high stakes 
commercial or investment treaty disputes 
are likely to check all the boxes. 
 

THE HIGHER THE STAKES  
 
From this analysis, we can see that for 
certain cases, the virtual hearing 
presents ripe conditions for witnesses to 
engage in dishonest behaviour – of 
whatever nature – on the stand.  
 
But what determines whether or not a 
witness will turn to the Dark Side? And 
what specific aspects of the virtual 
hearing environment play into this 
behaviour?    
 
More recently, social scientists have 
been studying which features of a 
situation drive dishonest behaviour and 
which social factors can play a role. One 
line of experiments by Professor Dan 
Ariely and his colleagues uses a method 
where participants are asked to complete 
a series of simple puzzles (e.g. locate 
two numbers that add up to 10 in a 
matrix of numbers, see Box 2). The test 
is time pressured and performance 
across the series of matrices is linked to 
a financial reward. When their time is up, 
participants are faced with the 
opportunity to cheat in a situation where 
the experimenter has no way of catching 
them: participants are asked to score 
their own results, report them to the 
experimenter, and then immediately 

 
 
 

 

Box 1. The Fraud Triangle

Opportunity

Motivation Rationalisation

Opportunity
This index increases with ease and lack of oversight. 
The easier the action is to complete, the fewer steps 
involved, the more likely fraud is to occur.

Motivation
This is the specific catalyst that motivates someone to 
commit fraud. It may be financial (personal gain) or a 
pressure to fulfil certain expectations.

Rationalisation
Most people think of themselves as honest – even 
those who commit fraud. Many explain it away by 
reference to the circumstances, developing a 
justification that makes their behaviour acceptable.  

The ability to commit fraud. 

The pressure or need to 
commit fraud.

How a person justifies 
committing fraud.
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shred their paper). Average test scores 
in those experimental conditions are 
compared against average test scores 
where performance can be verified.    
 
Interestingly, under these lab-induced 
conditions, studies found no correlation 
between the amount of the financial 
reward and participants’ propensity to 
fiddle their scores. However, payment in 
that study ranged from $0.25 to US$10 
for every correct answer. It would be 
interesting to see (if perhaps difficult to 
fund) what happens when the stakes 
really increase. According to the fraud 
triangle, we would expect some shift in 

baseline levels of cheating where the 
amounts at stake for the individual are 
very high (> motivation > fraud).   
 
MORAL GYMNASTICS  
 
One factor that has been found to 
increase cheating in an experimental 
setting is the psychological distance a 
person feels between their deception 
(e.g. cheating on a test) and the fruits of 
that dishonesty. For example, using the 
matrix test described above, researchers 
found that people cheated about twice as 
much if they were rewarded with tokens 
they later exchanged for money 

compared to an immediate money 
reward.4 Apparently, putting an 
intermediary between the deception and 
the cash increases sneaky behaviour.  
 
The scientists explain these results in 
similar terms to the third component of 
the fraud triangle: rationalisation. We 
may feel too uncomfortable to cheat for 
money directly. But cheating for 
something which may later lead us to 
money could well be easier to 
rationalise.  
 
King of rationalising away their cheating 
is former professional cyclist and seven-
time winner of the Tour de France, 
Lance Armstrong. In what has been 
described as “the greatest fraud in sports 
history”, Armstrong was stripped of all 
his titles for taking banned drugs to boost 
his performance.5 The findings of the 
United States Anti-Doping Agency’s 
(USADA) investigation into Armstrong’s 
conduct were scandalous. Branded a 
“serial cheat”, Armstrong emerged as the 
villainous mastermind behind “the most 
sophisticated, professionalized and 
successful doping program that sport 
has even seen”.6  
 
Armstrong received a lifetime ban from 
all sports on top of disqualification from 
all previous races. But during his no-
holds barred TV interview with Oprah 
Winfrey, Armstrong explained that he 

 
 
 
 
 
  
 
 

 

Box 2. A sample from the matrix test
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didn’t feel his behaviour was wrong. At 
that time, everyone at the front of the 
field in the Tour de France was doping.7 
To many cyclists’ minds, taking 
performance-enhancing drugs was the 
only way to compete fairly in the 
environment they were in.  
 
Witnesses in virtual trials may find it 
similarly easy to justify a minor breach of 
procedure, where the tribunal and the 
decision feel far away.  
 
Imagine a witness is called to give 
testimony on a wide range of detailed 
and complicated information. A witness 
may not see it as cheating to have prep 
notes in front of them or post-it notes on 
the screen as a reminder of their key 
points “just in case”. For them, this may 
feel like a harmless way of providing 
their “best” evidence on the day.  
 
Off-camera coaching may be harder to 
rationalise – though certainly not 
impossible. Imagine you are the key 
witness for a state defending a multi-
billion-dollar investment treaty claim. The 
fate of your country’s exchequer rests on 
your testimony and you genuinely 
believe that your state ought legally and 
morally to win the case. Would you 
consider it then? 

THE ROBIN HOOD FACTOR 
 
Fact witnesses in civil trials are often 
connected in some way to the party 
calling them. This is one of the factors 
distinguishing civil from criminal trials. In 
criminal cases, vested interests are not 
always so clear. An eyewitness is often 
neutral to the alleged crime they 
describe in the sense that they have no 
prior or subsequent relationship with the 
accused. In civil trials by contrast, those 
who testify are often employed by the 
calling party, or otherwise interested in 
their success. What is the impact of this 
social connectedness between fact 
witnesses and the parties in civil 
disputes? When our interests are aligned 
with a disputing party, are we more or 
less likely to misbehave?  
 
This is an instance where social affinity 
shows its sinister side. Researchers 
have found that people engage in higher 
levels of cheating on the matrix test 
when they think that someone else 
benefits from their performance in 
addition to themselves. This effect was 
found even though the apparent 
beneficiary of the cheating was an 
anonymous stranger. In addition, the 
more people who stood to benefit, the 
greater the cheating.8 

 
This study didn't test the “joint interest” 
effect where the beneficiary was known 
to the participant. However, given the 
effects of in-group bias on our behaviour, 
cheating for someone else may well be 
even easier when you know and identify 
with them.  
 
Interestingly, levels of cheating were 
higher again when someone else 
benefited from exaggerated test scores 
but the participants themselves did not.9 
This adds an interesting nuance to the 
motivation dimension of the fraud 
triangle. According to these experimental 
studies on unethical behaviour, people 
cheat even when there's nothing in it for 
them – something the researchers 
dubbed the Robin Hood effect.  
 
There are of course differences between 
completing simple tests in an 
experimental setup and giving testimony 
in court. But these studies are useful in 
highlighting the complex social factors 
that determine when and by how much 
people may be tempted to cheat.   
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WHY GOOD WITNESSES DO BAD THINGS  
 
As this paper illustrates, the mechanism behind unethical behaviour is multi-factorial. There are many psychological and 
environmental forces at play.  
 
Fully virtual hearings appear to create a number of environmental and social conditions which experimental data have shown 
increase baseline levels of cheating. When witnesses are unsupervised, the opportunity to refer to helpful material is certainly 
there and it isn’t hard to have a few choice sticky notes to hand. Depending on a witness’s relationship to their calling party, they 
may also feel a degree of pressure or added motivation to improve their testimony. And all of these behaviours may be easier to 
justify where witnesses feel a greater psychological distance from the hearing itself and the result. 
 
Luckily, the scientific research in this area also identifies a number of factors which reliably decrease unethical behaviour. Our 
next paper reviews these factors, drawing out the corresponding practical steps judges, tribunals and counsel may take to 
inspire virtue on the virtual stand. 
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